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Overview

How Digital Cir cuits & Systems Are Built,
and Some Ways in Which They Fall

Components of Digital Systems

* RF- and Temperature-Related Vulnerabilities
Data Inputs and Networks
Clock Inputs and Networks
Power/Ground Inputs and Networks

e  Circuit Design: Our Device-Under -Test

Recent Work

e«  Comparison of Vulnerability: DUT’s Cloc k/Data Inputs
« [DUT: test c hip fabricated in AMI’ s 0.5um pr ocess]
Custom Chip Design & F abrication f or ESD Studies

Future Work
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Simple Digital System:
VDD pad
Data pad Illl State Storage
[ > —ID Q™
 >— —»|Clk Q|
Clk pad

GND pad
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Digital Systems: A Primer

Components of Digital Systems

State State
Data Sour ce >
D Q D Q
000
Clock Source — |'>C|k6—> |'>C|k§—>
>

Most systems are pipelined:

Multiple logic b locks operating sim ultaneousl| y
Highly sync hronous: lock-step operation
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Data pad | |78
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Clk pad |2\ r
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VSS pad ESD + I/O Buffers Register GND Register

Groundplanes pla y signifi cant r ole:

Provide ref erences f or input amplifi ers

 Allow CMOS cir cuits to beha ve as signal repeater s
(with high input impedance , low output impedance)
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Digital Systems: A Primer

Components of Digital Systems

60—-80um
ESD /O ESD
diodes buffers diodes

I/O Pads play signifi cant role:

Enormous capacitances, require enormous gates to
drive them (and the pins & off-c  hip traces)

Big gates => big currents; fast clocks =>small dt ...
VDD/VSS leads ha ve inductance => Ldi/dt noise
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1 D QL
>O—‘ |—> Clk QF—»
-

VSS ESD + I/O Buffers Register GND Register

At the bottom are ‘just’ a bunch of MOSFETSs
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Digital Systems: A Primer

Components of Digital Systems

VDD

VDD

VSS ESD /O Buffers Register GND  Register

At the bottom are ‘just’ a bunch of MOSFETSs

« Each register sho wn holds one bit
« Each /O pad requires its o wn ESD, receiver s, & driver s
 Logic b locks can be arbitraril y large/comple x
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VSS ESD 1/O Buffers Register GND  Register

 RF that makes it this far (past initial I/O b uffers) has
corrupted the system: only solution is to use higher
level b us- or pac ket-encoding tec hniques

Corrupted data can lead to incorrect results, software
crash/reboot, transmission to remote nodes, etc.
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*CLK

tsetup |[tHoLD

D DAJTA
STABLE

toLk-to-0

Q OUTPUT
VALID

« Storage elements (latc hes, register s) expect data and
clock edges to be timed perf ectly (e.g., within 20ps)
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Sequential Cir cuits Primer

SET-UP and HOLD time , metastability

§

tsetup x| ¥ tHOLD

1/\ /I

CLK

: Ritd

\\

ToHL toLH

« Data must not transition near ¢ lock edges

e Corollary: Perturbations on ¢ lock netw ork (e .g., noise
spikes, thermal-related dela ys) ac hieve same results
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Circuit Integrity: Clock

How To Make This System F all ...

VDD

d

VSS ESD |I/O Buffers

 RF that makes it this far
corrupted the system:

L di

VDD

q
_|
+

Register GND  Register

(past initial I/O b uffers) has

packet-encoding tec hniques

that might detect data corruption are inapplicab le

« Unwanted c lock edg es
lead to incorrect results,

likel y result in metastability
most likel y system crash
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Circuit Integrity: Clock

Maximum cloc k-frequenc y calculations

VDD VDD

VSS ESD /O Buffers Register GND  Register
— —
Logic dela y = 800ps = 550ps

e  Critical path determines minim um clock period

(in this e xample: 800ps + register o verhead + ske w/etc.

=1000ps total, or 1GHz [as opposed to 750ps/1.33GHz])
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000
VSS ESD 1/O Buffers Register GND  Register
— —
Logic dela y = 800ps = 550ps

« Thermal gradients in sync hronous systems disastr ous
(consider tight timing mar gins in GHz systems)
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Circuit Integrity: Vpp & Vgg

How To Make This System F all ...

VDD

q
_|
+

Register GND  Register
hese inverters might not s witc h

» A
vss EsD (GNDVi)
/

 Localiz ed (or global) ripples on gr oundplanes can
cause logic to misbeha ve, inputs to be misinterpreted
(e.g. suppose Data/Clk = 1, V >V, _on gate of 2nd INV)

« Causes same eff ects as data/c lock corruption
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Circuit Integrity
DISTINGUISHING CHARACTERISTICS

of the NETW ORKS in DIGITAL SYSTEMS:

CLK: Only Edges Matter
DATA: Both Timing and Le vels Matter

VDD/GND: Even Small Chang es in Level
(e.g., 5-10%) Matter

CLK/DATA: Enter Via ESD Protection

VDD/GND: 1/2 ESD (shunts one to other)
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Our Resear ch Question

Comparing CLK and D ATA inputs,
whic h is more impor tant:

The distinguishing ¢ haracteristics of the wa y those
inputs will be used in the digital system or cir cuit?

« The levels and frequencies of injected RF?

Our Device Under Test (counter):

|—>D Q > OUT

Clock — ~
Source ClkQ

Just about simplest possib e digital system

[Last Year's Results: evaluated
vulnerability of CLK input]




CIRCUIT
INTEGRITY

MURI Review
October 2004

Bruce Jacob

University of
Maryland

SLIDE 18

Our Device Under Test

Internal
Oscillator
CLK
7
CLKSEL |_
DQ
> Q

8-bit Ripple Counter
Chip Built via MOSIS

Full-Custom Design
(except f or pad frame)

Fabricated in AMI' s
0.5um Technology

3.3V power suppl y
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Our Device Under Test
VDD panternal () —

VSS

ESD Input Invert  3-nand MUX
Circuitry Buffers Select (int/ext clk)

Points of Interest:

 Digital system b uilt fr om complementar y gate designs
(high input impedance , low output impedance).

« CLKonlydriving MUX, one DFF (see previous slide ).
e =>CLK and CLKSEL see vir tually identical loads.
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Experimental RF Set-Up

Input Output
Probe Probe
RF Amplifier U U
(33 dB@1GH?z) 20 dB Coupler HPF
RF /
=1 Isolator X buT
RF
Pulsed \ LPE
Source

é Pull-up
Resistor
- Power n

=
Meter RE .

Detector I

Power Amp 33dB at 1GHz

Load
Resistor

Freq 800MHz — 4.2Ghz with 1.2W max po wer
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Test Boar d
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CLK & CLKSEL

Counter Output
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Z

Internal
VDD Oscillator @_

CLK |—°|
L = 44 -
RFclkseL |7 L'%FDE—‘ Eﬁ*ﬁ :E 5
ouT

VSS
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CLK vs. CLKSEL Inputs

Power-v-Freq. required to cause incorrect
behavior (state ¢ hange in digital logic)

Power Triggering Levels

351

30

25

20 A

(dBm)

=== |njected Power (CIK)
=& |njected Power (CLKSEL)

154

10 A

800 1000 1200 1400 1600 1800 2000
(MH2z)
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Input Impedance

(degrees)

phase

4

(degrees)

phase
I

z

CLK pin

T T T T T
Vbias =0.0 V

L L L L L L L L L
0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2

Frequency (GHz)

02 04 06 08 1 12 14 16 18 2
)

Frequency (GHz

CLK pin, old set-up

Vbias =0.0 V

05 1 1.5
Frequency (GHz)

Frequency (GHz)

CLKSEL pin

Vbias =0.0 V

0.2
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Recent Work: ESD

ESD Test Chip I (die photo) ESD Test Chip Il (layout)
for Rodgers & Firestone for Rodgers & Firestone

Saoa0aEy beswbesuoadue
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gl il

Custom-designed on-chip pads to accommodate input probes

Designed & fabricated tw o chips (one on
right just bac k from fab) ... allo w probing at
various points between P AD and internals
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Future Work

New Test Structures (e .g., to emulate lar ger
designs, diff erentiate between CLK & D ATA)

b I_|_|->_®-> I_|_|->_
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Future Work

Using same boar d, test the po wer rail

Design ne w boar d that diff erentiates GND
iInput pin fr om IC’s ground plane , to test the
ground pin’ s susceptibility

Transmision lina

50Q
PCB for evaluation
Coaxial cable \ GND pin ) ”
50 0
% "“n [!ﬂ n_ll_ 500 Ground plane
E « E_ Power
= DUT B W supply
- —
= BT
— — -
- Signal Ground
uuuiu g
Resistor  [Cable Noise
To ground

plane
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